milenage.c
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00055
00056
00057

#i
#i

/*

L R TR

A sanple inplenentation of the exanple 3GPP authentication and
key agreement functions f1, f1*, f2, f3, f4, f5 and f5*. This

is

a byte-oriented inplenentation of the functions, and of the bl ock

ci pher kernel function Rijndael

This has been coded for clarity, not necessarily for efficiency.

The functions f2, f3, f4 and f5 share the sane inputs and have
been coded together as a single function. f1, fi1* and f5* are
all coded separately.

ncl ude "m | enage. h"
ncl ude "rijndael . h"

Conput es network authentication code MAC-A fromkey K, random

chal | enge RAND, sequence nunber SQN and aut henticati on managenent

field AMF

void f1l ( u8 k[16], u8 rand[16], u8 sgn[6], u8 anf[2],

u8 nac_a[ 8], u8 op[16] )

u8 op_c[ 16];

u8 tenp[ 16];

u8 inl[16];

u8 out1[ 16];

u8 rijndael I nput[16];
u8 i;

Ri j ndael KeySchedul e( k );
Conput eOPc( op_c, op );

for (i=0; i<16; i++)
rijndael Input[i] = rand[i] ~ op_c[i];
Ri j ndael Encrypt ( rijndael I nput, tenp );

for (i=0; i<6;, i++)
{
inl[i]
inl[i +8]
}

sqan[i];
sqn[i];
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00077
00078
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00080
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00082
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00087
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00089
00090
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00104
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00114
00115
00116
00117
00118
00119
00120
00121

for (i=0; i<2; i++)

inl[i +6]
i nl[i +14]
}

/[* XOR op_c and inl, rotate by r1=64, and XOR *
* on the constant cl (which is all zeroes) */

anf[i];
anf[i];

for (i=0; i<16; i++)
rijndael Input[(i+8) % 16] = inl[i] ™ op_c[i];

/* XOR on the value tenp conputed before */

for (i=0; i<16; i++)

rijndael Input[i] ~= tenp[i];
Ri j ndael Encrypt ( rijndael | nput, outl );
for (i=0; i<16; i++)

outl[i] ~= op_c[i];

for (i=0; i<8; i++)
mac_a[i] = outlfi];

return;

} /* end of function f1 */

L R N T

Takes key K and random chal | enge RAND, and returns response RES

confidentiality key CK, integrity key IK and anonymty key AK.

void f2345 ( u8 k[16], u8 rand[16],

{

u8 res[8], u8 ck[16], u8 ik[16], uB8 ak[6], u8 op[1l6] )

u8 op_c[ 16];

u8 tenp[ 16];

u8 out[16];

u8 rijndael | nput[16];
u8 i;

Ri j ndael KeySchedul e( k );
Conput eOPc( op_c, op );
for (i=0; i<16; i++)

rijndael Input[i] = rand[i] ~ op_c[i];
Ri j ndael Encrypt( rijndael I nput, tenp );

/* To obtain output block OUT2: XOR OPc and TEMP, *
* rotate by r2=0, and XOR on the constant c2 (which *
* is all zeroes except that the last bit is 1). */

for (i=0; i<16; i++)
rijndael Input[i] = temp[i] ™ op_c[i];
rijndael | nput[15] ~= 1;

Ri j ndael Encrypt( rijndael | nput, out );
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}

L I T

void flstar( u8 k[16], u8 rand[16], u8 sqgn[6], u8 anf[2],

for (i=0; i<16; i++)
out[i] ~=op_c[i];

for (i=0; i<8; i++)
res[i] = out[i+8];

for (i=0; i<6; i++)
ak[i] = out[i];

/* To obtain output block OUT3: XOR OPc and TEMP
* rotate by r3=32, and XOR on the constant c3 (which
* is all zeroes except that the next to last bit

for (i=0; i<16; i++)

rijndael I nput[(i+12) % 16] = tenp[i] ”~ op_c[i];

rijndael | nput[15] ~= 2;

Ri j ndael Encrypt( rijndael | nput, out );
for (i=0; i<16; i++)
out[i] = op_c[i];

for (i=0; i<16; i++)
ck[i] = out[i];

/* To obtain output block OUT4: XOR OPc and TEMP
* rotate by r4=64, and XOR on the constant c4 (which
* is all zeroes except that the 2nd fromlast bit

for (i=0; i<16; i++)

rijndael I nput[(i+8) % 16] = tenp[i] " op_c[i];

rijndael | nput[15] "= 4;

Ri j ndael Encrypt ( rijndael | nput, out );
for (i=0; i<16; i++)
out[i] ~=op_c[i];

for (i=0; i<16; i++)
ik[i] = out[i]:

return;
/* end of function f2345 */

*

*

*/

*/

Conput es resynch authentication code MAC-S from key K

random

chal | enge RAND, sequence nunber SQN and aut henticati on managenent

field AMF

u8 nmac_s[ 8], u8 op[16] )

u8 op_c[ 16];

u8 tenp[ 16];

u8 inl[16];

u8 out1[ 16];

u8 rijndael I nput[16];
us i;

Ri j ndael KeySchedul e( k );
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00205
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Conput eOPc( op_c, op );

for (i=0; i<16; i++)

rijndael Input[i] = rand[i] ~ op_c[i];

Ri j ndael Encrypt ( rijndael | nput,

for (i=0; i<6; i++)

{
inl[i] = sqnf[i];
inl[i+8] = sqgn[i];
for (i=0; i<2; i++)
{
inl[i+6] = anf[i];
inl[i+14] = anf[i];

/[* XOR op_c and inl, rotate by r1=64, and XOR *
* on the constant ¢l (which is al

for (i=0; i<16; i++)

rijndael I nput[(i+8) % 16] = inl[i]

/* XOR on the value tenp conputed before */

for (i=0; i<16; i++)
rijndael Input[i] ~= tenp[i];

Ri j ndael Encrypt ( rijndael | nput,
for (i=0; i<16; i++)
out1[i] ~= op_c[i];

for (i=0; i<8; i++)
mac_s[i] = out1[i +8];

tenp );

outl );

Takes key K and random chal | enge RAND, and returns resynch

return;
} /* end of function flstar */
/*
*
* anonymty key AK.
*
void f5star( u8 k[16], u8 rand[16],

u8 ak[ 6], u8 op[16]
u8 op_c[ 16];
u8 tenp[ 16];
u8 out[16];
u8 rijndael I nput[16];
us i;
Ri j ndael KeySchedul e( k );
Conput eOPc( op_c, op );

for (i=0; i<16; i++)

)

rijndael Input[i] = rand[i] ~ op_c[i];

Ri j ndael Encrypt ( rijndael | nput,

temp );

Zer oes)

Noop_cli];
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00251
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00283

/* To obtain output block OUT5: XOR OPc and TEMP
* rotate by r5=96, and XOR on the constant c5 (which
* is all zeroes except that the 3rd fromlast bit is 1). */

for (i=0; i<16;

i ++)

rijndael I nput[(i+4) % 16] = tenp[i] " op_c[i];
rijndael | nput[15] ~= 8;

Ri j ndael Encrypt( rijndael | nput, out );

for (i=0; i<16;

i ++)

out[i] ~=op_c[i];

for (i=0; i<6;

i ++)

ak[i] = out[i];

return;

} /* end of function f5star */

Function to conmpute OPc from OP and K. Assunes key schedul e has
al ready been perforned.

voi d ConputeOPc( u8 op_c[16], u8 op[16] )

{

u8 i;

Ri j ndael Encrypt( op, op_c );

for (i=0; i<16;

i ++)

op_c[i] "= op[i];

return;

00284 } /* end of function ConmputeCOPc */

milenage.c

Go to the documentation of thisfile.

ooo01 /*

00002 * 3GPP AKA - Ml enage algorithm (3GPP TS 35.205, .206, .207, .208)
00003 * Copyright (c) 2006-2007 <j@al.fi>

00004 *

00005 * This programis free software; you can redistribute it and/or nodify
00006 * it under the terms of the GNU General Public License version 2 as
00007 * published by the Free Software Foundation

ooo08 *

00009 * Alternatively, this software nay be distributed under the terns of BSD
00010 * license.

ooo011 *

00012 * See README and COPYI NG for nore details.

00013 *

00014 * This file inplenments an exanple authentication algorithmdefined for

3GPP



00015 * AKA. This can be used to inplenment a sinple HLR/ AuC into hlr_auc_gw to
al | ow

00016 * EAP-AKA to be tested properly with real USIM cards.

00017 *

00018 * This inplenentations assunmes that the rl..r5 and cl..c5 constants
defined in

00019 * TS 35.206 are used, i.e., rl1=64, r2=0, r3=32, r4=64, r5=96, c1=00.. 00,
00020 * ¢2=00..01, c3=00..02, c4=00..04, c5=00..08. The bl ock cipher is assuned
to

00021 * be AES (Rijndael).

00022 */

00023

00024 #i ncl ude "incl udes. h"
00025

00026 #i ncl ude "conmmon. h"
00027 #i nclude "crypto/aes wap.h"
00028 #i ncl ude "nil enage. h"

00029

00030

00042 int mlenage fl(const u8 *opc, const u8 *k, const u8 * rand,
00043 const u8 *sqn, const u8 *anf, u8 *mac_a, u8 *mac_s)
00044 {

00045 u8 tnpl[16], tnp2[16], tnp3[16];

00046 int i;

00047

00048 /* tnmpl = TEMP = E_K(RAND XOR OP_C) */

00049 for (i =0; i < 16; i++)

00050 tmpl[i] = _rand[i] " opc[i];

00051 if (aes 128 encrypt bl ock(k, tnpl, tnpl))

00052 return -1;

00053

00054 [* tmp2 = INL = SON || AMF || SN || AMF */

00055 os_nencpy(tnp2, sqn, 6);

00056 os_nencpy(tnp2 + 6, anf, 2);

00057 0os _nencpy(tmp2 + 8, tnp2, 8);

00058

00059 /* OUT1 = E K(TEMP XOR rot (INL XOR OP_C, rl1l) XOR cl) XOR OP_C */
00060

00061 /[* rotate (tnmp2 XOR OP_C) by r1l (= 0x40 = 8 bytes) */
00062 for (i =0; i < 16; i++)

00063 tmp3[ (i + 8) % 16] = tmp2[i] ™ opcl[i];

00064 /* XOR with TEMP = E_K(RAND XOR OP_C) */

00065 for (i =0; i < 16; i++)

00066 tnp3[i] "= tnmpl[i];

00067 /* XCRwith cl (=..00, i.e., NOP) */

00068

00069 /* f1 || f1* = E_K(tnp3) XOR OP_c */

00070 if (aes 128 encrypt bl ock(k, tnmp3, tnpl))

00071 return -1;

00072 for (i =0; i < 16; i++)

00073 tmpl[i] "= opc[i];

00074 if (mac_a)

00075 os _nmencpy(mac_a, tnpl, 8); /* f1 */

00076 if (mac_s)

00077 os _nmencpy(mac_s, tnpl + 8, 8); /* f1* */
00078 return O;

00079 }

00080

00081

00094 int nilenage f2345(const u8 *opc, const u8 *k, const u8 * rand,
00095 u8 *res, u8 *ck, u8 *ik, u8 *ak, u8 *akstar)
00096 {

00097 u8 tnpl[16], tnp2[16], tnp3[16];

00098 int i;



00099
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/* tnp2 = TEMP = E_K(RAND XOR OP_QC)
for (i =0; i < 16; i++)
tmpl[i] = _rand[i] " opc[i];
if (aes 128 encrypt bl ock(k, tnpl, tnp2))

return -1;
[* OQUT2 = E_ K(rot (TEMP XOR OP_C, r2) XOR c2) XOR OP_C */
/[* QUT3 = E K(rot (TEMP XOR OP_C, r3) XOR c3) XOR CP_C */
[* OQUT4 = E K(rot (TEMP XOR OP_C, r4) XOR c4) XOR OP_C */
[* QUTS5 = E_ K(rot (TEMP XOR OP_C, r5) XOR c5) XOR OP_C */

/* f2 and f5 */
/* rotate by r2 (=0, i.e., NOP) */
for (i =0; i < 16; i++)
tnpl[i] = tnp2[i] "~ opc[i];
tnpl[15] ~=1; /* XOR c2 (= ..01) */
/* f5 || f2 = E K(tnpl) XOR OP_c */
if (aes_128 encrypt bl ock(k, tnpl, tnp3))
return -1;
(i =0; i < 16; i++)
tmp3[i] "= opc[i];

if (res)
os _nencpy(res, tnmp3 + 8, 8); /* f2 */
if (ak)
os_nencpy(ak, tnmp3, 6); /* f5 */
[* £3 */
if (ck) {

/* rotate by r3 = 0x20 = 4 bytes */
for (i =0; i < 16; i++)
tmpl[ (i + 12) % 16] = tnp2[i] ” opc[i];
tnpl[ 15] ~= 2; /* XOR ¢3 (= ..02) */
if (aes_128 encrypt bl ock(k, tnpl, ck))
return -1;
for (i =0; i < 16; i++)
ck[i] "= opc[i];

}
I* f4 */
if (ik) {
/* rotate by r4 = 0x40 = 8 bytes */
for (i =0; i < 16; i++)
tmpl[ (i + 8) % 16] = tmp2[i] ™ opcl[i];
tmpl[15] ~= 4; /* XOR c4 (= ..04) */
if (aes 128 encrypt bl ock(k, tnpl, ik))
return -1,
(i =0; i < 16; i++)
ik[i] ~= opc[i];
}
[* f5*% */

if (akstar) {

/* rotate by r5 = 0x60 = 12 bytes */

for (i =0; i < 16; i++)
tmpl[ (i + 4) % 16] = tnmp2[i] ™ opcl[i];

tnpl[ 15] ~= 8; /* XOR ¢c5 (= ..08) */

if (aes_128 encrypt bl ock(k, tnpl, tnpl))
return -1;

for (i =0; i < 6; i++)
akstar[i] = tnpl[i] ” opc[i];

}

return O;



00163 }

00164

00165

00179 void m |l enage generate(const u8 *opc, const u8 *anf, const u8 *Kk,
00180 const u8 *sqn, const u8 * rand, u8 *autn, u8 *ik,
00181 u8 *ck, u8 *res, size t *res_len)

00182 {

00183 int i;

00184 u8 mac_a[ 8], ak[6];

00185

00186 if (*res_len < 8) {

00187 *res len = 0;

00188 return

00189 }

00190 if (mlenage fi(opc, k, _rand, sqgn, anf, nmac_a, NULL) |
00191 m | enage f2345(opc, k, _rand, res, ck, ik, ak, NULL)) {
00192 *res len = 0;

00193 return;

00194 }

00195 *res len = 8;

00196

00197 /* AUTN = (SN ~ AK) || AMF || MAC */

00198 for (i =0; i < 6; i++)

00199 autn[i] = sqn[i] " ak[i];

00200 os_nmencpy(autn + 6, anf, 2);

00201 os_nencpy(autn + 8, nmac_a, 8);

00202 }

00203

00204

00214 int nilenage auts(const u8 *opc, const u8 *k, const u8 * rand, const u8
*aut s,

00215 u8 *sqn)

00216 {

00217 u8 anf[2] = { 0x00, Ox00 }; /* TS 33.102 v7.0.0, 6.3.3 */
00218 u8 ak[ 6], mac_s[8];

00219 int i;

00220

00221 if (mlenage f2345(opc, k, _rand, NULL, NULL, NULL, NULL, ak))
00222 return -1;

00223 for (i =0; i < 6; i++)

00224 sqn[i] = auts[i] ™ ak[i];

00225 if (mlenage fi(opc, k, _rand, sqgn, anf, NULL, mac_s) |
00226 mencnp(nmac_s, auts + 6, 8) !=0)

00227 return -1;

00228 return O;

00229 }

00230

00231

00241 int gsm m | enage(const u8 *opc, const u8 *k, const u8 * rand, u8 *sres, u8
*ke)

00242 {

00243 u8 res[8], ck[16], iKk[16];

00244 int i;

00245

00246 if (mlenage f2345(opc, k, _rand, res, ck, ik, NULL, NULL))
00247 return -1;

00248

00249 for (i =0; i < 8; i++)

00250 kc[i] = ck[i] ™ ck[i + 8] ™~ ik[i] ™~ ik[i + 8];
00251

00252 #ifdef GSM_M LENAGE_ALT_SRES

00253 os_nencpy(sres, res, 4);

00254 #else /* GSM M LENAGE ALT SRES */
00255 for (i = 0; i < 4; i++4)



00256 sres[i] =res[i] " res[i + 4];

00257 #endif /* GSM_M LENAGE_ALT_SRES */

00258 return O;

00259 }

00260

00261

00276 int nilenage check(const u8 *opc, const u8 *k, const u8 *sgn, const u8
* rand,

00277 const u8 *autn, u8 *ik, u8 *ck, u8 *res, size_t
*res_|en,

00278 u8 *auts)

00279 {

00280 int i;

00281 u8 mac_a[ 8], ak[6], rx_sqgn[6];

00282 const u8 *anf

00283

00284 wpa_hexdunp( MSG DEBUG, "M | enage: AUTN', autn, 16);

00285 wpa hexdunp( MSG DEBUG "M | enage: RAND', _rand, 16);

00286

00287 if (mlenage f2345(opc, k, _rand, res, ck, ik, ak, NULL))
00288 return -1;

00289

00290 *res len = 8;

00291 wpa hexdunp key(MSG DEBUG, "M | enage: RES", res, *res_len);
00292 wpa hexdunp key(MSG DEBUG, "M | enage: CK"', ck, 16);

00293 wpa_hexdunp_key(MSG DEBUG, "M | enage: K", ik, 16);

00294 wpa_hexdunp_key(MSG DEBUG, "M | enage: AK"', ak, 6);

00295

00296 /* AUTN = (SN ~ AK) || AMF || MAC */

00297 for (i =0; i < 6; i++)

00298 rx_sqn[i] = autn[i] ~ ak[i];

00299 wpa hexdunp( MSG DEBUG "M | enage: SQN', rx_sqn, 6);

00300

00301 if (os_nencnp(rx_sqgn, sqgn, 6) <= 0) {

00302 u8 auts_anf[2] = { 0x00, 0x00 }; /* TS 33.102 v7.0.0
6.3.3 */

00303 if (milenage f2345(opc, k, _rand, NULL, NULL, NULL, NULL,
ak) )

00304 return -1;

00305 wpa_hexdunp_key(MSG DEBUG, "M | enage: AK*", ak, 6);
00306 for (i =0; i <6; i++)

00307 auts[i] = sqn[i] " ak[i];

00308 if (mlenage fi(opc, k, _rand, sqgn, auts_anf, NULL, auts +
6))

00309 return -1;

00310 wpa hexdunp(MSG DEBUG "M | enage: AUTS", auts, 14);
00311 return -2;

00312 }

00313

00314 anf = autn + 6

00315 wpa_hexdunp( MSG DEBUG, "M | enage: AWVF', anf, 2);

00316 if (mlenage fi(opc, k, _rand, rx_sqgn, anf, nmac_a, NULL))
00317 return -1;

00318

00319 wpa hexdunp( MSG DEBUG "M | enage: MAC A", nmac_a, 8);

00320

00321 if (os _nencnp(mac_a, autn + 8, 8) !'=0) {

00322 wpa printf(MSG DEBUG "M | enage: MAC mi snmatch");
00323 wpa hexdunp( MSG DEBUG, "M | enage: Received MAC A"
00324 autn + 8, 8);

00325 return -1;

00326 }

00327

00328 return O;



00329 }

http://hostap.epitest.fi/wpa supplicant/devel/milenage 8h.html

http://mirror.umd.edu/roswiki/doc/diamondback/api/wpa supplicant/html/milenage 8c.html




